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Threat Evolution ςThe Old Days

ωTraditional Infrastructure was easier to protect

ÁConcrete entities 
that were easy to 
understand

ÁAttack surface and 
vectors were 
well-defined

ÁPerimeter defense
was king
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Threat Evolution ςAbstraction

ωAbstraction of computing technology ςάtŜǊƛƳŜǘŜǊέ 
ŀƴŘ άLƴŦǊŀǎǘǊǳŎǘǳǊŜέ ŎƘŀƴƎƛƴƎ ƳŜŀƴƛƴƎ

ÁAbstract and less defined entities, complex and evolving, 
new attack surface and vectors

ÁStill emerging ς
not understood

ÁShift in the underlying 
intent, focus, and 
direction of security 
threats and risks
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Threat Evolution ςParasitic Era

ωThe threats of today and tomorrow are acting as 
parasites

ÁStealthily jump infrastructures from one host to another

ÁDepend upon the health 
and continued operation of the 
infrastructure they attack ς
rather than being destructive, 
they feed off the host!

ÁDarwinism in action ς
infrastructure evolution
driving exploit technologies
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tŜǊǎǇŜŎǘƛǾŜ ƛǎ ƛƳǇƻǊǘŀƴǘΧ
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World of Information Warfare

Espionage Sabotage

Deception

Computer 
Hacking

ά5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜέ ŀǘǘŀŎƪǎ

Computer viruses, 
worms and logic bombs

Information 
blockades

Weaponized 
exploits

Trojan horse 
programs

Network or email 
address spoofing

Social EngineeringHoax emails

Data Modification

Perception 
Management

Agent recruitment

Open source 
intelligence

Password cracking

Eavesdropping

Network Sniffing

Defacements


